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EXPLOIT KITS:
CONSOLIDATING MALWARE PRODUCTION

2006 2016

!




EXPLOIT KITS (EKS) PROVIDE AN “EXPLOIT-AS-A-SERVICE”

CVE-2012-1876: Recent update to the Cool Exploit Kit

landing page

Targeted

Attack

:‘: msft-mmpc ’ 7 May 2013 11:35 PM ‘ -

A recently debuted exploit kit (EK), called "Cool EK." a
has been known to include various exploits targeting

Windows kernel-mode drivers. If you're unlucky enou
encounter all these exploits in the one place, turned 3
your computer,

Recently there was an update to the kit's armaments {
identified as CVE-2012-0755, CVE-2013-0634, and CV
different application: Adobe Reader, Adobe Flash, and

MW \onathan Klijnsma ¥ Follow
@vydklijnsma Public
Neutrino exploit kit now also serves @VUPEN 's #CVE-2013- Exploit
2551 to exploit MSIE 10-9-8-7-6 via the VML integer Framework

overflow @kafeine
4:51 AM - 10 Sep 2013

20 RETWEETS 8 FAVORITES

Internet Explorer Exploit added to infamous
exploit pack Criminal

Exploit Kit

An Internet Explorer exploit utilized in high-profile watering hole attacks has been included with
the widely used Nuclear exploit pack.
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STRUCTURE OF A TYPICAL EXPLOIT KIT

Unpacker(key) Unpacker,(key,)
PluginDetect PluginDetect

CVE-2016- CVE-2014- CVE-2013- CVE-2016- CVE-2014- CVE-2013-
4117 0497 2423 4117 0497 2423

Unpacker(key,) Unpacker,(key 4)

PluginDetect PluginDetect

CVE-2016- CVE-2014- CVE-2013- CVE-2016- CVE-2014- CVE-2013-
4117 0497 2423 4117 0497 2423
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MALWARE ECOSYSTEM AND AV SIGNATURES

Siganure AV GVOiding

detection variant
identified

Initial

detection

Testing

Research

Signature

Signature AV avoiding
deployment variant
deployed

creation
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ADVERSERIAL CYCLE FOR EXPLOIT KITS

Initial Signature
Detection Creation

Malware Signature

Deployment Deployment

New Malware Attacker
Variant Detection
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Packer
changes

Payload
changes

EXPLOIT KIT EVOLUTION: NUCLEAR

8/12/2014 8/22/2014
Semantic change efber443#
7/11/2014 7/20/2014 PY °®
6/18/2014 6/30/2014 e~ ., . . ~ltv~ita~itl e3fwrwgd# 8/19/2014
eva#FFFFFF1 e~v~i, ., . ~a~l eher_vam#
6/1/2014 6/14/2014 6/24/2014 7/9/201 7/17/2014 8/17/2014 8/26/2014
ev#FFFFFFal e#FFFFFFval "ev" + var e~#,..~v~a~1 e3X@@#v. . esalas eUluN#
| |
| | | | | | | | ¢ | | e
6/8/2014 6/15/2014 6/22/2014 6/29/2014 7/6/2014 7/13/2014  7/20/2014  7/27/2014  8/3/2014 8/10/2014 8/17/2014 8/24/2014
6/1/2014 8/31/2014
7/29/2014 8/27/2014
AV detection CVE 2013-0074 (SL)
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Angler

TASY VAW

A GREAT DEAL OF CODE REUSE
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EXPLOIT KITS: KEY INSIGHTS

Rate of change differs between the layers
Rapid changes of the packer

Very slow changes to the actual payload
New exploits are added, old ones rarely removed

Code is "borrowed" from other kits
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KIZZLE: DETECTING EXPLOIT KITS

Exploit kits change the malware  Kizzle: automatic detection of

ecosystem in ways that benefit EK malware and generation of

the attackers but also make AV signatures

them easier to detect Goal: respond to malware mutation
Code in EKs changes relatively automatically in hours instead of
slowly and in predictable ways days
A single EK sample can be used to Goal: false positive and negative
label a related EK samples rates comparable to human-
automatically authored signature
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Unpacker(key)

ABSTRACTION

Capture the normalized var Keyword
syntax of a script EuurlVv Identifier
* Ignoring randomized variable names - Punctuator
Red J Scri . this Identifier

educe Javaocript to Its [ Punctuator
structure "19p* String
" Tokenization

] Punctuator

Edit distance as measurement ( Punctuator
of similarity "evi#333399a1 String
* For long enough streams of tokens ) Punctuator
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Unpacker(key)

CLUSTERING

Unclustered samples O O
® @
o OO o o @
o O ® O
O
O 80 o Cluster
O O Merger
© o
OO O
O

@0 00
00 00
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Unpacker(key)

 UNPACKING

function gs7sfd(txt) {
var xmlDoc = new ActiveXObject("Microsoft.XMLDOM") ;
xmlDoc.async = true;

R I == xm1Doc. loadXML( '<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML
€ > € [ fle//CyUsers/-benst/Desktop/anglerhtml %o = 1.0 Transitional//EN" "res://' + txt + '">' );
3 Java(TM) is required to display some elements on th Problems installing? if (Xml Doc . pars eError .errorCode != 0) {
T var err = "Error Code: " + xmlDoc.parseError.errorCode +
The party, like other musical parties, comprehended great ' She dared not look at his " \n ".
mentioning nothing farther to ask."-- "Elinor," cried Marianne, "I may consider it ’
with all the eloquence of his spirits, he might reasonably hope to see in every err += "Error Reason: " + xmlDoc.parseError.reason;
particular, is more to live, however, he in Smith, to resist all her resolution, and i . ’
though expressing satisfaction at finding Miss was really grieved. The err += "Error Line: " + xmlDoc. pars eError.line 5
id decay, the early death of b . . " "
. ropid decay, the carly death ofa persan, has if (err.index0f("-2147023083") > @) {
PIUg InDetecT ith unkindness. to spealk fo her. hat Mr. s s return 1;
viour of any cor } else {
return 0;
CVE-2016 CVE.2013 CVE.2013 R }
. > - > _ > tme together!” “Long a }
return 0;

4117 2551 2423

}
if (gs7sfd("c:\\Windows\\System32\\drivers\\kl1l.sys") |]|..
window[ 'IVQK'] = true;

 — . TBzZ = ''; window.sf325gtgs7sfdf2
window. sf325gtgs7sfdj = window.sf325gtgs7sfds =
window.sf325gtgs7sfdfl = = false;
I
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LABELING UNPACKED SAMPLES

window.TkoGbg =
"var cryptKe -
cryptKey. splltg

n
.
cryptKey. f?llt '

ew Function('
fSVMIE@, rawAPray

text’ window.AQcpM =
"var cryptKey
cryptKey. splltg

cryptKey.split('

sortArray

new Function('
= htaEdNb@, rawArPay =
g, sortArray =

PluginDetect

text'

keyArray=
keySize = sori 4
i=0; i<keySiz
{keyArray.pus
Payi )); var
text.length %
1<k; 1++) {tex
j,1line, 1®
text. ien th;
text. SUbStP(l
ne = '"";for (]

Fds’r compu’rc:’rion of similarity using
“Winnowing”

Used by MOSS, a system to detect
plagiarism

t(); var
ch; for (var

ndexOf(sortAr

(var 1l =0;
rar endStr =
(i =0; 1<
ei {line =
it('");newlLi

(eySize;

++){newLine :
ine|[keyArray|

jll;

newLine;}endStr= endstr. replace(/\\s/g,

");return endStr;

tendStr = endStr +
nelene, }endS
');return endStr;");

")
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LONGEST COMMOM TOKEN SEQUENCE

KPPPKPPPPKKIIIKIPIPPPPIhPIPIPPIPPtIPKKPKPKPKIIKKPIKPKIPIKIIK

IPPKIIPIKIPKIKIhPIPIPPIPPkIIPIKPKKKKKIIKKIKKIKIKKPKIIKIIIIPI

KPPPIPIKPPPKPPIKPIKPIPhPIPIPPIPPtPIPKKKKPKKIIKIKPPPIPPKIPPPK
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SIGNATURE GENERATION

EuurlV = this [ "19D*“ ] ( "ev#333399al“ )
jkboOhA = this | "ugA* ] ( "ev#tccffooal” ) ;
QBOXk = this [ "k3LSC* ] ( "ev#33cco0al” ) ;

EuurlV ev#333399al

sevona [~ Lenis 1

QBOXkK ev#33ccoal

[A-Za-2z0-9]{5,6}=this\[[A-Za-z0-9]{3,5}\]\(.{11}\);
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EXPERIMENTAL SETUP

A month worth of data: August 2014

Four major exploit kits: Nuclear,
Sweet Orange, Angler, RIG

Grayware data obtained from IET1
crawler with ActiveX invocations

Scope-based
50 machines used for initial clustering
Jobs take about 20 minutes on average

For evaluation, we verify AV and Kizzle
results to obtain ground truth
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EXPERIMENTAL SETUP

Clustering

Minimum of 100 tokens to be
considered for clustering

Maximum distance of 10%

Minimum 50 members per cluster

Signature Generation

Maximum of 200 tokens in sequence
to avoid too long signatures

Minimum of 200 chars in signature
to avoid false positives
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FALSE POSITIVES

0,07%

0,06%

0,05%

0,04%

0,03%

0,02%

0,01%

0,00%

AV FP %
—Kizzle FP %

——
O » » » D D D D O D O O D O D O O D O DO D DO DO O DO DO
2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
A A € € € € € <@ £ { C{ A ACACAAAAHACACSACHACSACACSACCSACSASSACSSACCSSCSSCKL
— & M ¥ VW O N O O O — AN ™M ¥ VWO N ®OBO O — N ™M T 1Y ON O O O —
O O OO OO O O O — —m = «&«00&d0d8dd&dd§«§O-

Ben Stock — Kizzle: A Signature Compiler for Detecting Exploit Kits




FALSE NEGATIVES

AV FN %

Kizzle FN %
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’ VULNERABILITY WINDOW ANGLER
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EVOLUTION OF KIZZLE SIGNATURES

2,000 . .
’ RIG.sig1 RIG.sig3 RIG.sig5 RIG.sig6 RIG.sig7
1,800 F
- - RIG
_ RIG.sig2 RIG.sig
1,600 [ Angler
[ -=Sweet orange
1,400 [ —
i ANG.sigl Nuclear
B ANG.sig2 ANG.sig3
1,200
1,000 F
800 [
I UluN
600 F
[ N
- fberda3
400 F NEK.sigl NEK.sig2 salas her_vam
. NEK.sig3 NEK.sigd
200
0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
B0 0 b0 O B0 o0 Lo L0 O Lo b0 Lo L0 o Lo L0 Lo Lo b0 Lo Lo Lo Lo Lo b0 Lo b0 o o b o
=} =} o} =} =} o} =} =} =} > > > > > > > > > > =} =} =} =} =} =} =} =} =} =} =} -}
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COMPARING SIGNATURES FOR NUCLEAR

Generated by Kizzle Hand-crafted by analyst
(?<varoe>[0-9a-zA- "1("b3fwrwgdg3fwrwgdc3fw\x90 +
Z1{3,6})=\[(?<varl>[0-9a-zA- returnal["replace"](/3fwrwgd/g,""

21{3,6})\[(?<var2>[0-9a-zA- );varix9e

Z""1{5,8})\]\((?<var3>.{90})\
), \k<varl>\[\k<var2>\J\((?<va
r4>.{106})\), \k<varl>\[\k<var
2>\ ]\ ("r3fwrwgde3fwrwgdp3fwrw
g413fwrwgda3dfwrwgdc3fwrwgde3df
wrwgd"\)\]var(?<var5>[0-9a-
zA-Z]{3,7})
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LIMITATIONS AND FUTURE WORK

Small changes mean new signatures per day

Merging of existing clusters over multiple days to get more generic
signatures

Noise in packers could hinder effectiveness

combine several smaller signatures into one

EKs could change drastically over night

Labeling on other features, e.g., runtime behavior
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CONCLUSION

EK exhibit a great deal of code sharing and overlap
This is their key weakness which Kizzle takes advantage of

Cluster-based signature generation scales well and gives a precise
and automatic approach which supplements expert-driven manual
signature creation

Using a month of data and applying Kizzle to 4 popular EKs, FP
and FN characteristics are comparable or better than AV

signatures
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